SECURITY & RESIDENCY - FOR THE QUESTIONNAIRE - ONE PAGE

Your data never leaves your infrastructure. And we
say exactly which certifications we hold.

On-premises only, air-gap capable, fail-closed residency with a signed attestation your security team can
inspect. This page answers the questionnaire the way the website does: statuses, not adjectives.

WHAT IT DOES

Reads (read-only): historian and SCADA process values, sensor telemetry, CMMS work-order history, and
the labels your own team confirms. The one write-back: a work-order draft into your CMMS — after a
human approves it.

Never touches: control systems (no PLC/DCS writes, ever), personal data, financial/ERP systems,
anything outside your boundary — no egress, no cloud path, no telemetry without explicit opt-in.
Certification register, real statuses: NIST CSF and IEC 62443 — aligned; GDPR/CCPA and HIPAA —
architecture ready; ISO 27001 — in progress; SOC 2 Type Il — planned; FDA 21 CFR Part 11, NERC CIP,
OSHA/ISO 55000 packs — planned 2026. We do not claim a badge we do not hold.

Controls: |least-privilege access with MFA and AD/LDAP; AES-256 at rest, TLS 1.3 in transit; containerised
delivery with cryptographic image signing; customer-controlled updates and rollback; immutable audit
logs.

Al safety: every model version is checked, signed and gated before it serves; no autonomous safety-
critical action — aerospace, defence and nuclear run at a manual-approval floor.

MEASURED, NOT DESCRIBED - EVERY FIGURE CARRIES ITS STATUS

100% on-premises O third-party models

runs on your hardware models from outside the

ATTESTED stack

ATTESTED

CHECK IT YOURSELF

ryedore.com/security - the register: ryedore.com/security - verify the gate log: ryedore.com/verify

RYEDORE — industrial Al that thinks enquiry@ryedore.com - Denver, CO - no pilots, no trials — published pricing at
before it acts ryedore.com/pricing



